1.What is DevSecOps and how is it different from DevOps?
2.Why is security important in CI/CD pipelines?

3.What are the stages of a secure CI/CD pipeline?

4 What is SAST, DAST, and SCA in DevSecOps?

5.How do you integrate security testing in a pipeline?
6.What is Infrastructure as Code (laC) security?

7.What tools are used for container security scanning?
8.What is secrets management in CI/CD pipelines?
9.What is shift-left security?

10.How do you secure Git repositories?

11.What is software supply chain security?

12.What is dependency vulnerability scanning?
13.What is the role of SBOM (Software Bill of Materials)?
14.What is policy as code?

15.How do you prevent secrets leakage in pipelines?
16.What is artifact security in CI/CD?

17.What is pipeline hardening?

18.What are common DevSecOps tools?

19.How do you secure Docker images?

20.What are common DevSecOps security risks?



