1.What is the Azure Shared Responsibility Model?

2.What is Microsoft Entra ID (Azure AD)?

3.What is the difference between Azure RBAC and Azure AD roles?
4 What is Privileged Identity Management (PIM)?

5.What is Conditional Access in Azure?

6.What is Azure Key Vault?

7.What is Azure Defender for Cloud?

8.What is Azure Security Center Secure Score?

9.What are Network Security Groups (NSG)?

10.What is the difference between NSG and Azure Firewall?
11.What is Azure Policy?

12.What is Azure Monitor and Log Analytics?

13.What are private endpoints in Azure?

14 What is Azure DDoS Protection?

15.How do you secure Azure storage accounts?

16.What is managed identity in Azure?

17.What is Azure WAF?

18.How do you detect cloud misconfigurations in Azure?
19.What is Zero Trust architecture in cloud security?

20.What are common Azure cloud security risks?



